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Essential Question:!"#$%!&#'()*!+'(!*'!,#-.!&'/-'.-!(&-&!/-$.!'0!&1$0+!
)$.2($2-!'.!%#-!3.%-0.-%4!

Learning Overview and Objectives
!"#$"%#&'!5%(*-.%&!1'.&6*-0!%#$%!,#6)-!%#-+!$0-!-.7'+6.2!%#-60!8$9'06%-!,-:&6%-&!%#-+!/$+!-.1'(.%-0!/-&&$2-&!
80'/!'%#-0!;6*&!%#$%!1$.!/$;-!%#-/!8--)!$.20+<!#(0%<!&$*<!'0!8-$08()=!>#-+!-?@)'0-!,$+&!%'!#$.*)-!1+:-0:())+6.2!
$.*!#',!%'!0-&@'.*!6.!%#-!8$1-!'8!(@&-%%6.2!)$.2($2-!'.)6.-=!

5%(*-.%&!*6&1(&&!$))!%#-!,$+&!%#-+!(&-!%-1#.')'2+!8'0!1'//(.61$%6'.<!@(%!%#-/&-)9-&!6.!%#-!&#'-&!'8!1#6)*0-.!
,#'!$0-!1+:-0:())6-*!'.!$!;6*&A!2$/-!,-:&6%-<!$.*!-?@)'0-!:'%#!%#-!&6/6)$06%6-&!$.*!*688-0-.1-&!:-%,--.!!
6.B@-0&'.!9-0&(&!'.)6.-!1'//(.61$%6'.=!5%(*-.%&!%#-.!:0$6.&%'0/!,$+&!%'!0-&@'.*!%'!1+:-0:())+6.2=

()*+#,)-.&%//'

C/@$%#6D-!,6%#!%#'&-!,#'!#$9-!0-1-69-*!/-$.!$.*!#(0%8()!/-&&$2-&

E(*2-!,#$%!6%!/-$.&!%'!10'&&!%#-!)6.-!80'/!#$0/)-&&!%'!#$0/8()!1'//(.61$%6'.!'.)6.-!

F-.-0$%-!&')(%6'.&!8'0!*-$)6.2!,6%#!1+:-0:())+6.2

Materials and Preparation
01)#$%1/-

G')'0-*!@-.16)&

5%06.2

2$#31$1)%4,

G'@+!%#-! <!'.-!8'0!-9-0+!8'(0!&%(*-.%&!

G'@+!%#-! <!'.-!8'0!-9-0+!&%(*-.%

G(%!&%06.2!%#-!)-.2%#!'8!%#-!1)$&&0''/

21$#,).5#-4*$6#-

5-.*!@$0-.%&!%#-!

Key Vocabulary
3006%$%-*!$%!.'%!:-6.2!$:)-!%'!*'!,#$%!+'(!,$.%

H&6.2!%-1#.')'2+!%'')&!&(1#!$&!%#-!3.%-0.-%!$.*!1-))!@#'.-&!%'!*-)6:-0$%-)+!(@&-%!
&'/-'.-!-)&-!

3*-$&!$:'(%!#',!@-'@)-!&#'()*!$1%!$.*!:-#$9-!

Estimated time:!IJ!/6.(%-&

!"#$%&'($)
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Introduce
INVITE &%(*-.%&!%'!&#$0-!$))!%#-!,$+&!%#-+!-.7'+!2'6.2!'.)6.-!$.*!(&6.2!*626%$)!/-*6$<!&(1#!$&!1-))!@#'.-&!$.*!!
%#-!3.%-0.-%=

ASK
781).1$#.94*$.:1"4$%)#.&#;-%)#-<.%:.1,9=.

781).1$#.94*$.:1"4$%)#."%+#4.>1?#-<.%:.1,9=

784.+4.94*.-)19.%,.)4*68.&%)8.)8$4*>8.6#//.384,#-.1,+.)8#.@,)#$,#)=

ENCOURAGE!&%(*-.%&!%'!&#$0-!%#-!@'&6%69-!8--)6.2&!$.*!-?@-06-.1-&!%#-+!#$9-!#$*!,6%#!1-))!@#'.-&<!!
%#-!3.%-0.-%<!$.*!'%#-0!%+@-&!'8!*626%$)!/-*6$=

Teach 1: What!s the Problem? 
ORGANIZE!&%(*-.%&!6.%'!20'(@&!'8!8'(0<!$.*!#$9-!-$1#!20'(@!@61;!$!@-0&'.!%'!0-1'0*!%#-60!6*-$&=

DISTRIBUTE!%#-! =!K$9-!%#-!20'(@&!'8!&%(*-.%&!0-$*!%#-!&1-.$06'!$:'(%!
L$.6!$.*!M0(.$!0-1-696.2!/-$.!/-&&$2-&!%#0'(2#!$!1#6)*0-.A&!2$/-!,-:&6%-=

HAVE!-$1#!20'(@!$.&,-0!%#-!N(-&%6'.&<!$.*!%#-.!#$9-!%#-/!&#$0-!%#-60!0-&@'.&-&!,6%#!%#-!1)$&&=!O'';!!
8'0!0-&@'.&-&!%#$%!&#',!-/@$%#+!8'0!L$.6!$.*!M0(.$!$.*!$1;.',)-*2-!%#$%!%#-!/-&&$2-&!$0-!/-$.!$.*!#(0%8()!!
$.*!&#'()*!:-!&%'@@-*=!M&;!&%(*-.%&!%'!0-$*!%#-!PM!Q$%%-0!'8!C%#61&R!&-1%6'.!'.!%#-!

=!

INVITE!&%(*-.%&!%'!&#$0-!%#-60!',.!&%'06-&=

ASK!A1"#.94*.-##,.?#1,.?#--1>#-.-#,).)4.94*.4$.4)8#$-.4,/%,#=.B#//.*-.1;4*).%)<.;*).+4.,4).*-#.$#1/.,1?#-C.

PLACE!&%(*-.%&!6.!@$60&=!3ST3>C!'.-!@$0%.-0!%'!,06%-!%#-!@#0$&-!PU'(A0-!,-60*R!'.!$!@6-1-!'8!@$@-0<!$.*!%#-.!
#$.*!6%!%'!%#-60!@$0%.-0=!>-))!%#-/!%#$%!%#-+!7(&%!0-1-69-*!%#6&!%-?%=!

ASK!781).1$#.)8#.$#1-4,-.)8#.3#$-4,.?%>8).81"#.)#D)#+.EF4*G$#.&#%$+H=!V>#-+A0-!1'.%6.(6.2!$.!6.&6*-!7';-W!!
%#-!860&%!@-0&'.!*6*!&'/-%#6.2!&6))+!$%!$.!-$0)6-0!%6/-W!$!20'(@!'8!;6*&!6&!%-$&6.2!%#-!;6*W!%#-!@-0&'.!,#'!&-.%!%#-!
%-?%!0-$))+!*'-&!%#6.;!%#-!@-0&'.!6&!,-60*!:(%!6&!$80$6*!%'!&$+!6%!%'!%#-60!8$1-=X

ASK!A4&.+%+.)8#.31$),#$.:##/.&84.&1-.61//#+.&#%$+=!VY'&&6:)+!)6;-!%#-!'%#-0!@-0&'.!,$&!;6**6.2!$0'(.*<!:(%!
/$+:-!%#$%!%#-!@-0&'.!,$&!%-$&6.2!'0!:-6.2!#(0%8()=X

S',!$&;!'.-!@-0&'.!80'/!-$1#!@$60!%'!&$+!%'!%#-!'%#-0!@-0&'.<!PU'(A0-!,-60*<R!,6%#!$!&/6)-!'.!#6&!'0!#-0!8$1-=

ASK!781).1$#.)8#.$#1-4,-.)81).)8#.3#$-4,.?%>8).81"#.-1%+.EF4*G$#.&#%$+H.&%)8.1.-?%/#.4,.8%-.4$.8#$.:16#=!
V>#-+A0-!&#$06.2!$.!6.&6*-!7';-W!%#-!860&%!@-0&'.!*6*!&'/-%#6.2!&6))+X=

&$*%+',-./0*,)
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ASK!A4&.+%+.)8#.31$),#$.:##/.&84.&1-.61//#+.&#%$+=.VO6;-!%#-!'%#-0!@-0&'.!,$&!;6**6.2!$0'(.*<!%-$&6.2<!!
.'%!&-06'(&=X

ASK!789.&4*/+.94*.:##/.+%::#$#,)/9.%:.94*.64*/+.-##.)8#.3#$-4,=.VO'';!8'0!0-&@'.&-&!%#$%!6.*61$%-!&%(*-.%&!
(.*-0&%$.*!%#$%!@-'@)-!1'//(.61$%-!,6%#!%#-60!8$1-&<!:'*6-&<!-%1=X

Teach 2: Crossing the Line
PLACE!%#-!@6-1-!'8!&%06.2!$10'&&!%#-!)-.2%#!'8!%#-!1)$&&0''/=!M&;!&%(*-.%&!%'!&%$.*!'.!'.-!&6*-!'8!%#-!)6.-=!>#-.!
$&;!%#-/!%'!6/$26.-!%#$%!%#-+!$0-!'.)6.-!$.*!&'/-:'*+!#$&!&-.%!%#-/!$!/-&&$2-<!,#61#!+'(!,6))!0-$*!%'!%#-/=!
>-))!%#-!&%(*-.%&!%'!&%$+!,#-0-!%#-+!$0-!68!%#-+!%#6.;!%#-!/-&&$2-!6&!';$+W!%'!10'&&!'9-0!%#-!)6.-!68!%#-+!%#6.;!%#-!
/-&&$2-!6&!.'%!';$+W!$.*!%'!&%$.*!4,!%#-!)6.-!68!%#-+!%#6.;!%#-!/-&&$2-!6&!6.!:-%,--.=

READ!-$1#!'8!%#-&-!/-&&$2-&!$)'(*!$.*!#$9-!&%(*-.%&!0-&@'.*Z
F4*.1$#.1,.%+%4)C

@G?.81"%,>.1.31$)9.1,+.94*G$#.,4).%,"%)#+C

@./%I#.94*$.,#&.81%$6*)C

F4*.1$#.$#1//9.*>/9C

B81,I-.:4$.)8#.1+"%6#C.J#D).)%?#.&4*/+.94*.?%,+.)#//%,>.?#.%,.3#$-4,.$1)8#$.)81,.;9.@0=

K%+.94*.:%,%-8.94*$.84?#&4$I=

789.%-.%).)1I%,>.94*.-4./4,>.)4.:%,%-8.%)=

F4*.1$#.-*68.1.:$#1IC

REVIEW!,6%#!&%(*-.%&!%#$%!;6*&!)6;-!%'!2'!'.)6.-!$.*!(&-!1-))!@#'.-&!%'!-/$6)<!1#$%<!,$%1#!96*-'&<!&-.*!
/-&&$2-&<!@)$+!2$/-&<!$.*!*'!#'/-,'0;=![(%!&'/-%6/-&!%#-!)$.2($2-!1$.!2-%!/-$.!'0!&1$0+=!Q-&&$2-&!%#$%!
/$;-!@-'@)-!8--)!:$*)+!10'&&!%#-!)6.-=!5'/-%6/-&!%#$%!/-$..-&&!6&!(.6.%-.%6'.$)<!:(%!,#-.!@-'@)-!(&-!%'')&!!
&(1#!$&!%#-!3.%-0.-%!$.*!1-))!@#'.-&!%'!*-)6:-0$%-)+!(@&-%!&'/-'.-!-)&-!'9-0!$.*!'9-0<!%#$%A&!69;#$;*//9%,>=!

Teach 3: Find Solutions
HAVE!&%(*-.%&!0-%(0.!%'!%#-60!&-$%&!$.*!0-8-0!:$1;!%'!%#-! =

ASK!781).64*/+.51,%.1,+.L$*,1.+4.)4.+#1/.&%)8.;#%,>.69;#$;*//%#+=

EXPLAIN!%#$%!%#-0-!$0-!/$.+!,$+&!%#-+!1'()*!1#''&-!%'!&')9-!%#6&!@0':)-/=!O-%!%#-/!;.',!%#$%!+'(!,6))!269-!
%#-/!6*-$&!$:'(%!#',!%'!#$.*)-!1+:-0:())+6.2<!:(%!%#$%!+'(!%#6.;!%#-+!,6))!1'/-!(@!,6%#!20-$%!&')(%6'.&!$&!,-))=!

LEAD!$!:0$6.&%'0/6.2!&-&&6'.=!U'(!/$+!@0$1%61-!:0$6.&%'0/6.2!$:'(%!$.!6*-$!(.0-)$%-*!%'!1+:-0:())+6.2=!\'0!
6.&%$.1-<!#$9-!%#-/!860&%!:0$6.&%'0/!$:'(%!,$+&!%#$%!1'/@(%-0&!1$.!:-!:-%%-0!(&-*!%'!#-)@!&%(*-.%&!)-$0.=!S',!
6.96%-!&%(*-.%&!%'!$.&,-0!%#-!N(-&%6'.!$.*!%#6.;!'8!$))!%#-!$1%6'.&!%#$%!L$.6!$.*!M0(.$!1'()*!%$;-=!O-%!&%(*-.%&!
;.',!%#$%!%#-+!&#'()*!&$+!%#-!860&%!6*-$&!%#$%!1'/-!%'!%#-60!#-$*&=!>-))!%#-/!%#-+!&#'()*!.'%!:-!%''!,'006-*!$:'(%!
/$;6.2!/6&%$;-&<!$.*!%#$%!%#-+!&#'()*!.'%!7(*2-!'%#-0&!'.!%#-60!0-&@'.&-&=!
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LIST!%#-!&%(*-.%&A!6*-$&!'.!%#-!:'$0*!'0!1#$0%!@$@-0=!L-/6.*!&%(*-.%&!%#$%!%#-+!&#'()*!.'%!@$&&!7(*2/-.%!'.!
'%#-0!&%(*-.%&A!6*-$&!$%!%#6&!@'6.%=!

DISCUSS!%#-!-.%60-!)6&%!,6%#!&%(*-.%&!$.*!*-16*-!,#61#!&')(%6'.&!$0-!8$60!%'!$))!1'.1-0.-*!$.*!0-&@-1%8()!'8!%#-!
062#%&!'8!'%#-0&=!

Teach 4: How to Handle a Bully
COMMEND!&%(*-.%&!8'0!%#-60!:0$6.&%'0/6.2=!O-%!%#-/!;.',!68!$.+!'8!%#-!&')(%6'.&!%#$%!%#-+!&(22-&%-*!#$*!%'!!
*'!,6%#!1'')6.2!*',.<!86.*6.2!#-)@!'0!%-))6.2!$!%0(&%-*!$*()%<!'0!-9-.!62.'06.2!%#-!:())+=!C?@)$6.!%#$%!%#-&-!
0-&@'.&-&!$0-!'.!%$02-%<!$11'0*6.2!%'!6.8'0/$%6'.!%#$%!0-&-$01#-0&!#$9-!2$%#-0-*!$:'(%!,#$%!,'0;&!,#-.!*-$)6.2!
,6%#!1+:-0:())+6.2=

DISCUSS!,6%#!&%(*-.%&!#',!-$&+!6%!6&!%'!8--)!$.20+!'0!(@&-%!,#-.!&'/-:'*+!&-.*&!+'(!$!/-$.!'0!&1$0+!/-&&$2-!
'.)6.-=!C?@)$6.!%#$%!1+:-0:())6-&!*-)6:-0$%-)+!%0+!%'!/$;-!+'(!8--)!%#$%!,$+<!7(&%!)6;-!0-$)B)68-!:())6-&!*-)6:-0$%-)+!
%0+!%'!/$;-!@-'@)-!8--)!:$*=!]6&1(&&!%#-!8'))',6.2!6*-$&!$:'(%!,#$%!%#-+!1$.!*'!,#-.!8$1-*!,6%#!1+:-0:())+6.2Z

M44/%,>.+4&,.61,.;#.1.>44+.:%$-).-)#3.&8#,.94*.$#6#%"#.1.?#1,.?#--1>#.4,/%,#C.B1I%,>.1.+##3.;$#1)8<.

64*,)%,>.;16I&1$+-.:$4?.NO<.4$.31*-%,>.)4.)8%,I.1;4*).&81).94*.&%//.+4.,#D).61,.>%"#.94*.)%?#.)4.)8%,I..

4:.)8#.PQ(B.&19.)4.81,+/#.)8#.-%)*1)%4,C

R%,+%,>.8#/3.4$.)#//%,>.1.)$*-)#+.1+*/).4$.1.:$%#,+.61,.;#.1.>44+.&19.)4.)1I#.16)%4,C.F4*.-84*/+,G).+#1/..

&%)8.)8#.69;#$;*//9%,>.-%)*1)%4,.1/4,#C.B8#.3#$-4,.94*.)#//.-84*/+.;#.-4?#4,#.&84.&1,)-.)4.8#1$.&81)..

94*.81"#.)4.-19<.1,+.&%//.8#/3.94*.&4$I.4,.1.-4/*)%4,C.L+*/)-.61,.;#.#-3#6%1//9.>44+.;#61*-#.)8#9.4:)#,.

81"#.)8#.34&#$.)4.%,:/*#,6#.)8#.-%)*1)%4,<.4$.61,.>%"#.94*.1+"%6#.1;4*).&81).)4.+4C

@>,4$%,>.)8#.;*//9.61,.;#."#$9.#::#6)%"#C.P*//%#-.4:)#,./%I#.1))#,)%4,C.78#,.94*.+#3$%"#.)8#?.4:.1))#,)%4,<.

)8#9.?19./4-#.%,)#$#-)C.

781)#"#$.94*.+4<.$#?#?;#$.)4.I##3.1.6439.4:.94*$.64??*,%61)%4,.&%)8.)8#.;*//9C.@:.94*.+#/#)#.)8#.

64??*,%61)%4,<.)8#$#.%-.,4.3$44:.4:.84&.)8#.;*//9.)$#1)#+.94*.%:.94*.,##+.)4.-84&.%).)4.1.)$*-)#+.1+*/)C

Wrap Up and Assess
!U'(!1$.!(&-!%#-&-!N(-&%6'.&!%'!$&&-&&!+'(0!&%(*-.%&A!(.*-0&%$.*6.2!'8!%#-!)-&&'.!':7-1%69-&=

ASK!!
789.%-.%).1.;1+.%+#1.)4.-#,+.?#1,.4$.-61$9.?#--1>#-.4,/%,#=.V[-1$(&-!%#-+!1$.!/$;-!%#-!@-0&'.!,#'!2-%&!
%#-/!(@&-%<!$.20+<!'0!&1$0-*=X!

789.?%>8).)8#$#.;#.?4$#.?%-*,+#$-)1,+%,>-.;#)&##,.3#43/#.&8#,.)8#9.-#,+.4,/%,#.?#--1>#-.1-..

4334-#+.)4.:16#S)4S:16#.+%-6*--%4,=.V^.)6.-!/-&&$2-&!1$.!:-!/'0-!1'.8(&6.2!'0!&1$06-0!%#$.!8$1-B%'B8$1-!
/-&&$2-&!:-1$(&-!%#-0-!$0-!.'!8$1-B%'B8$1-!1(-&!%'!#-)@!+'(!(.*-0&%$.*!@-'@)-A&!6.%-.%6'.&=X!

781).61,.I%+-.+4.&8#,.)8#9.>#).69;#$;*//9%,>.?#--1>#-=!V>#-+!1$.!V_X!1$)/!*',.!$.*!%$;-!$!*--@!!
:0-$%#<!V`X!%-))!$!806-.*!'0!$!%0(&%-*!$*()%!,#'!1$.!#-)@!*-9-)'@!$!@)$.!%'!#$.*)-!%#-!&6%($%6'.<!VaX!62.'0-!%#-!
:())+<!VIX!;--@!$!1'@+!'8!%#-!1'//(.61$%6'.!,6%#!%#-!:())+=X

REVIEW!,6%#!&%(*-.%&!%#$%!,'0*&!/$%%-0!$.*!1$.!#(0%<!$.*!%#$%!:())+6.2!6&!.'%!';$+!b!-6%#-0!6.!%#-!0-$)!!
,'0)*!'0!'.)6.-=!
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Extension Activity
3.!&/$))!20'(@&<!#$9-!&%(*-.%&!/$;-!$!1+:-0:())+!@0'%-1%6'.!;6%=!>#-!;6%!&#'()*!1'.%$6.!$!&#6-)*!%#$%!%#-+!
*-1'0$%-!,6%#!$.!$.%6B1+:-0:())+6.2!&+/:')!$.*!$!&10'))!%#$%!)6&%&!%#6.2&!%#-+!1'()*!&$+!%'!$!1+:-0:())+=!>#-!;6%!
1$.!:-!10-$%-*!,6%#!1$0*:'$0*!'0!@$@-0!$.*!/$0;-0&<!'0!'.)6.-!,6%#!c-0@''8!V#%%@Zdd,,,=;-0@''8=1'/X=

Homework
5%(*-.%&!(&-!%#-! !%'!10-$%-!$!1$0%''.!$:'(%!$!1+:-0:())+6.2!&6%($%6'.=!!
5--!Q$;-![-)6-8&!G'/6?!8'0!$!80--!'.)6.-!%'')Z!#%%@Zdd,,,=/$;-:-)6-8&1'/6?=1'/=!5%(*-.%&!10-$%-!'.-!80$/-!
%#$%!&#',&!%#-!1+:-0:())+6.2!&6%($%6'.!'0!/-&&$2-=!>#-!.-?%!80$/-!&#',&!,#$%!%#-+!/62#%!*'!,#-.!8$1-*!,6%#!
%#6&!&6%($%6'.!'0!/-&&$2-=!>#-!)$&%!80$/-!&#'()*!&#',!$!@'&6%69-!'(%1'/-!'8!%#-!&6%($%6'.<!,#61#!/62#%!6.9')9-!
1'.86*6.2!6.!$!%0(&%-*!$*()%=!C.1'(0$2-!&%(*-.%&!%'!&#',!%#-60!@$0-.%&!%#-60!1$0%''.!$.*!%'!2-%!$*961-!$:'(%!,#$%!
%#-+!1'()*!*'=!3.!%#-!86.$)!80$/-<!@$0-.%&!@0'96*-!&(22-&%6'.&!$:'(%!,#$%!%#-+!/62#%!&$+!'0!*'!68!%#-+!)-$0.-*!
$:'(%!%#-!&6%($%6'.=!

Alignment with Standards – National Educational Technology Standards for Students© 2007 
V5'(01-Z!3.%-0.$%6'.$)!5'16-%+!8'0!>-1#.')'2+!6.!C*(1$%6'.<!`eefX

:=!1'//(.61$%-!6.8'0/$%6'.!$.*!6*-$&!-88-1%69-)+!%'!/()%6@)-!$(*6-.1-&!(&6.2!$!9$06-%+!'8!/-*6$!$.*!8'0/$%&

$=!$*9'1$%-!$.*!@0$1%61-!&$8-<!)-2$)<!$.*!0-&@'.&6:)-!(&-!'8!6.8'0/$%6'.!$.*!%-1#.')'2+
*=!-?#6:6%!)-$*-0&#6@!8'0!*626%$)!16%6D-.&#6@
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E-RATE TOOLKIT > THE POWER OF WORDS
Words Can Hurt

STUDENT HANDOUT

Name(s) Class Date

A Matter of Ethics
There is an old saying that “Sticks and stones may break my bones, but words will never hurt me.” 

I think that this saying is TRUE/NOT TRUE (circle one) 

because  

Directions
Rani and Aruna love a website that has games and chatting for kids. Their parents let them play on 
the site. Lately, though, Rani and Aruna have been receiving mean messages on the site, including: 

Questions:
1. How do you think Rani and Aruna feel when they read those messages?

Rani and Aruna feel  
 

2. How would you feel if you received messages like these?

I would feel  
 

3. Why do you think people send these kinds of message to people they don’t know?

People send these kinds of messages because  
 

send

� Player A says: I hate you! 
� Player B says: You are ruining the game! 
� Player C says: You are so stupid.
� Player D says: You are a dork.
� Player E typing...

Group Chat:
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Directions
Below are three cartoon frames, and directions about what should go in each frame:

FRAME 1: Make a cartoon about something that a cyberbully might do or write online.  
Remember to use language appropriate for school.

FRAME 2: Show what you might do if you saw what the cyberbully has done or written.

FRAME 3: What might be a positive outcome, or result, of the situation? 

You can also use Make Beliefs Comix (http://www.makebeliefscomix.com/) to draw your cartoon online. 

Name Class Date

Use Common Sense!
��If you get upset, take a breather or get offline.

��Tell your parents or another trusted adult when you or someone else is being cyberbullied. Make a plan 
with the trusted adult about how to respond.

��Ignore and/or block the bully.

��Save a record of the communication between you and the bully.

What would you do in response?

What would be a positive outcome?

What might a cyberbully say or do?
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Some Facts
�����SHUFHQW�RI�VWXGHQWV�DJHV����WR����UHSRUW�H[SHULHQFLQJ�F\EHUEXOO\LQJ��&\EHUEXOO\LQJ�5HVHDUFK�&HQWHU��
+LQGXMD�DQG�3DWFKLQ�������

��3HUSHWUDWRUV�RI�F\EHUEXOO\LQJ�DUH�XVXDOO\�WKH�VDPH�DJH�DV�WKHLU�WDUJHW��:RODN�������

��0HDQ�RU�KXUWIXO�FRPPHQWV�����SHUFHQW��DQG�UXPRUV�����SHUFHQW��DUH�WKH�PRVW�FRPPRQ�IRUPV�RI��
F\EHUEXOO\LQJ��&\EHUEXOO\LQJ�5HVHDUFK�&HQWHU��+LQGXMD�DQG�3DWFKLQ�������

��1HDUO\�KDOI�RI�VRFLDO�ZRUNHUV�DW�HOHPHQWDU\��PLGGOH��DQG�KLJK�VFKRROV�UHSRUW�WKH\�GR�QRW�IHHO�HTXLSSHG�WR��
GHDO�ZLWK�F\EHUEXOO\LQJ�DW�WKHLU�VFKRROV��Children & Schools��6ORYDN�DQG�6LQJHU�������

What’s the Issue? 
6SUHDGLQJ�UXPRUV�DQG�EXOO\LQJ�LV�QRWKLQJ�QHZ��.LGV�KDYH�DOZD\V�IRXQG�ZD\V�WR�EH�FUXHO�WR�RQH�DQRWKHU���
%XW�FRPSXWHUV��FHOO�SKRQHV��DQG�GLJLWDO�WHFKQRORJLHV�PDNH�EXOO\LQJ�HDVLHU�DQG�PRUH�ZLGHVSUHDG��.LGV�QRZ�XVH�
WKHLU�FHOO�SKRQHV�DQG�FRPSXWHUV�WR�KXUW��KXPLOLDWH��DQG�KDUDVV�HDFK�RWKHU��DQG�LW¶V�VWDUWLQJ�DW�\RXQJHU�DJHV��
&\EHUEXOO\LQJ�LV�GHILQHG�DV�UHSHDWHGO\�VHQGLQJ�RU�SRVWLQJ�KDUPIXO�RU�PHDQ�PHVVDJHV��LPDJHV��RU�YLGHRV�DERXW�
VRPHRQH�HOVH�XVLQJ�WKH�,QWHUQHW��FHOO�SKRQHV��RU�RWKHU�GLJLWDO�WHFKQRORJLHV��.LGV�PD\�FDOO�HDFK�RWKHU�QDPHV���
VD\�QDVW\�WKLQJV�DERXW�RQH�DQRWKHU��WKUHDWHQ�HDFK�RWKHU��RU�PDNH�RWKHUV�IHHO�XQFRPIRUWDEOH�RU�VFDUHG��

&KLOGUHQ¶V�LQFUHDVHG�DFFHVV�WR�GLJLWDO�WHFKQRORJ\�KDV�FUHDWHG�PRUH�SDWKZD\V�WR�FRPPXQLFDWH�²�IRU�ERWK�JRRG�
DQG�IRU�EDG��$OWKRXJK�F\EHUEXOO\LQJ�LV�W\SLFDOO\�DVVRFLDWHG�ZLWK�WZHHQV�DQG�WHHQV��PRUH�FDVHV�DUH�QRZ�EHLQJ�
UHSRUWHG�ZLWK�\RXQJHU�FKLOGUHQ��&\EHUEXOO\LQJ�LV�HVSHFLDOO\�GLVWXUELQJ�EHFDXVH�LW�LV�FRQVWDQW��LQHVFDSDEOH���
DQG�YHU\�SXEOLF��,W�FDQ�KDSSHQ�DQ\WLPH�²�DW�VFKRRO�RU�DW�KRPH�²�DQG�FDQ�LQYROYH�ODUJH�JURXSV�RI�NLGV��7KH�
FRPELQDWLRQ�RI�WKH�EROGQHVV�FUHDWHG�E\�EHLQJ�DQRQ\PRXV�DQG�WKH�GHVLUH�WR�EH�VHHQ�DV�³FRRO´�FDQ�FDXVH�D�NLG��
ZKR�QRUPDOO\�ZRXOGQ¶W�VD\�DQ\WKLQJ�PHDQ�IDFH�WR�IDFH�WR�VKRZ�RII�WR�RWKHU�NLGV�E\�F\EHUEXOO\LQJ�VRPHRQH��
<RXQJHU�NLGV�PD\�EXOO\�WR�JHW�DWWHQWLRQ��EHFDXVH�WKH\�WKLQN�LW�ZLOO�PDNH�WKHP�SRSXODU��RU�EHFDXVH�WKH\�ZDQW��
WR�ORRN�WRXJK�DQG�PDNH�RWKHUV�DIUDLG�RI�WKHP��$QG�EHFDXVH�LW�KDSSHQV�RQOLQH��LW�FDQ�HDVLO\�JR�XQGHWHFWHG�E\�
SDUHQWV�DQG�WHDFKHUV�

Why It Matters
&\EHUEXOO\LQJ�LV�D�JURZLQJ�SUREOHP�DPRQJ�\RXQJHU�NLGV��<RXQJHU�NLGV�DUH�VWDUWLQJ�WR�XVH�RQOLQH�FRPPXQLFDWLRQ�
DQG�DW�WKH�VDPH�WLPH�WKH\�DUH�H[SORULQJ�ZD\V�WR�WHVW�RWKHU�SHRSOH¶V�UHDFWLRQV��)RU�LQVWDQFH��NLGV�ZKR�VHQG�D�
PHDQ�PHVVDJH�PLJKW�QRW�IXOO\�XQGHUVWDQG�KRZ�DQRWKHU�SHUVRQ�PLJKW�UHDFW�WR�WKDW�PHVVDJH��:KDW¶V�PRUH��KXUWIXO�
LQIRUPDWLRQ�SRVWHG�RQ�WKH�,QWHUQHW�LV�H[WUHPHO\�GLIILFXOW�WR�SUHYHQW�RU�UHPRYH��DQG�DQ\RQH�FDQ�VHH�LW��,PDJLQH�
EHLQJ�SXEOLFDOO\�KXPLOLDWHG�LQ�IURQW�RI�HYHU\RQH�\RX�NQRZ��6XFK�EHKDYLRU�XVXDOO\�KDSSHQV�ZKHQ�DGXOWV�DUHQ¶W�
DURXQG��6R�SDUHQWV�DQG�WHDFKHUV�RIWHQ�VHH�RQO\�WKH�DQ[LHW\�RU�GHSUHVVLRQ�WKDW�UHVXOWV�IURP�WKHLU�NLGV�EHLQJ�KXUW�
RU�EXOOLHG��3DUHQWV�FDQ�KHOS�E\�EHFRPLQJ�DZDUH�RI�WKH�LVVXH��OHDUQLQJ�WR�LGHQWLI\�WKH�ZDUQLQJ�VLJQV�RI�EXOO\LQJ��
DQG�KHOSLQJ�NLGV�WR�XQGHUVWDQG�KRZ�WR�EH�UHVSHFWIXO�WR�RWKHUV�RQOLQH��
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PARENT TIP SHEET

��Limit online socializing.�%HFDXVH�WKHUH�LV�PRUH�ULVN�IRU�EXOO\LQJ�RQ�VLWHV�ZKHUH�NLGV�FDQ�RSHQO\�FRPPXQLFDWH��
DYRLG�RSHQ�DQG�IUHH�FKDW�VLWHV�DQG�ORRN�IRU�WKRVH�WKDW�RIIHU�SUHVFULSWHG�RU�SUHVFUHHQHG�FKDW�RSWLRQV��OLNH�
:HENLQ]�RU�&OXE�3HQJXLQ�

��Explain the basics of good behavior online. 5HPLQG�\RXU�NLGV�WKDW�EHLQJ�PHDQ��O\LQJ��RU�WHOOLQJ�VHFUHWV�KXUWV��
²�ERWK�RQOLQH�DQG�RIIOLQH��$QG�UHPHPEHU�WR�SUDLVH�\RXU�FKLOG�ZKHQ�\RX�VHH�JRRG�EHKDYLRU�

��Remind your kids not to share passwords with their friends. $�FRPPRQ�IRUP�RI�F\EHUEXOO\LQJ�LV�ZKHQ��
NLGV�VKDUH�SDVVZRUGV��ORJ�RQ�WR�DQRWKHU�FKLOG¶V�DFFRXQW��DQG�SUHWHQG�WR�EH�WKDW�SHUVRQ��.LGV�FDQ�SURWHFW�
WKHPVHOYHV�E\�OHDUQLQJ�WKDW�SDVVZRUGV�DUH�VWULFWO\�SULYDWH��DQG�WKH\�VKRXOG�EH�VKDUHG�RQO\�ZLWK�WKHLU�SDUHQWV�

��Make sure they talk to someone (even if it’s not you). $�FKLOG�VKRXOG�WHOO�D�SDUHQW��WHDFKHU��RU�WUXVWHG�DGXOW�
LI�KH�RU�VKH�LV�EHLQJ�EXOOLHG�RQOLQH��7HOO�\RXU�FKLOG�WKDW�WKLV�LVQ¶W�WDWWOLQJ��LW¶V�VWDQGLQJ�XS�IRU�KLP��RU�KHUVHOI��

��Advise them on how to handle cyberbullying. (YHQ�WKRXJK�WKH\�PLJKW�EH�WHPSWHG�WR��\RXU�FKLOG�VKRXOG�
QHYHU�UHWDOLDWH�DJDLQVW�D�F\EHUEXOO\��7KH\�FDQ�VWRS�WKH�F\FOH�E\�QRW�UHVSRQGLQJ�WR�WKH�EXOO\��$OVR�UHPLQG�WKHP�WR�
VDYH�WKH�HYLGHQFH�UDWKHU�WKDQ�GHOHWH�LW��

��Establish consequences for bullying behavior.�,I�\RXU�FKLOG�LV�PHDQ�WR�RU�KXPLOLDWHV�DQRWKHU�FKLOG��FRQVLGHU�
WDNLQJ�SKRQH�DQG�FRPSXWHU�SULYLOHJHV�DZD\�DQG�GLVFXVV�ZKDW�LW�PHDQV�WR�EH�UHVSHFWIXO�WR�RWKHUV��

What Families Can Do Together
��0DNH�D�OLVW�WRJHWKHU�RI�KRZ�WDONLQJ�RQOLQH�LV�GLIIHUHQW�WKDQ�WDONLQJ�IDFH�WR�IDFH��*HW�NLGV�WR�WKLQN�DERXW�KRZ�LW�
PLJKW�EH�HDVLHU�WR�VD\�WKLQJV�RQOLQH�\RX�ZRXOGQ¶W�VD\�LQ�SHUVRQ��DQG�KRZ�WKLV�PD\�EH�JRRG�VRPHWLPHV�DQG�D�
SUREOHP�DW�RWKHU�WLPHV�

��3UDFWLFH�ZULWLQJ�D�WH[W�RU�FKDW�PHVVDJH�WR�D�IULHQG��0RGHO�IRU�\RXU�FKLOG�KRZ�WR�FRPSOLPHQW�SHRSOH�DQG�KRZ�WR�
DYRLG�PHDQ�ZRUGV�RU�EHKDYLRUV�

��3RLQW�RXW�WKDW�LW¶V�LPSRUWDQW�WR�VWLFN�XS�IRU�RWKHUV��RQOLQH�DV�ZHOO�DV�LQ�WKH�UHDO�ZRUOG��'LVFXVV�ZD\V�WKH\�FDQ�
VXSSRUW�IULHQGV�ZKR�DUH�EXOOLHG�DQG�UHSRUW�EDG�EHKDYLRU�WKH\�VHH�RQOLQH��

common sense says
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e-rate toolkit > Power of words
Lesson Assessment 

1. Alicia receives a text message from her friend Ronald. The message says, “I am 
having a party. You are not invited.” Circle the word that shows how Alicia might feel 
after she receives the message.

a) hurt

b) excited

c) tired

d) popular

2. Theo is having fun playing Dragons and Knights online. Then he sees a message 
from another player. It says, “You’re ruining the game, stupid!” What should Theo do 
about the message? What shouldn’t he do? Use the chart below to fill in the letters 
that go with each answer. 

a.	 Ignore the player who sent the mean message

b.	 Write a message back that says, “You’re so stupid, you’re the one ruining the game”

c.	 Pretend that he doesn’t feel hurt by the message

d.	 Save the message in case the other player sends Theo another mean message

e.	 Tell an adult about the message

f.	 Never play Dragons and Knights online again

Name Class Date
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student versione-rate toolkit > power of words
Lesson Assessment 

3. Sometimes it’s hard to know what a message online means when you read it. You 
may not know if a message is okay or hurtful because you can’t hear how the person 
says it. Circle the category that shows how you think the message was meant. Do 
you think the message was meant to be okay, hurtful, or something in between?

	 Message: Good job, nerd!

Okay In Between Hurtful
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e-rate toolkit > Power of words
Lesson Assessment 

1. Alicia receives a text message from her friend Ronald. The message says, “I am 
having a party. You are not invited.” Circle the word that shows how Alicia might feel 
after she receives the message.

a) hurt

b) excited

c) tired

d) popular

Answer feedback
The correct answer is a. Alicia probably feels hurt by Ronald’s message. Telling someone they 
aren’t invited can hurt their feelings. Things that are hurtful in person are also hurtful online

2. Theo is having fun playing Dragons and Knights online. Then he sees a message 
from another player. It says, “You’re ruining the game, stupid!” What should Theo do 
about the message? What shouldn’t he do? Use the chart below to fill in the letters 
that go with each answer. 

Answer feedback

a) Ignore the player who sent the mean 
message

d) Save the message in case the other 
player sends Theo another mean 
message

e) Tell an adult about the message

b) Write a message back that says, 
“You’re so stupid, you’re the one 
ruining the game”

c) Pretend that he doesn’t feel hurt by 
the message

f) Never play Dragons and Knights 
online again
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teacher versione-rate toolkit > power of words
Lesson Assessment 

3. Sometimes it’s hard to know what a message online means when you read it. You 
may not know if a message is okay or hurtful because you can’t hear how the person 
says it. Circle the category that shows how you think the message was meant. Do 
you think the message was meant to be okay, hurtful, or something in between?

	 Message: Good job, nerd!

Answer feedback
Answers will vary. Sometimes it is hard to tell if a message online is meant to be hurtful or not when 
you can’t see or hear how the message is said. Little clues like a smile, a frown, or a laugh that tell you 
about the meaning of the message are lost when all you see are the words on a screen. 

Okay In Between Hurtful
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Some Facts
•	20 percent of students ages 10 to 18 report experiencing cyberbullying (Cyberbullying Research Center, 
Hinduja and Patchin, 2010)

•	Perpetrators of cyberbullying are usually the same age as their target (Wolak, 2007)

•	Mean or hurtful comments (14 percent) and rumors (13 percent) are the most common forms of 	
cyberbullying (Cyberbullying Research Center, Hinduja and Patchin, 2010)

•	Nearly half of social workers at elementary, middle, and high schools report they do not feel equipped to 	
deal with cyberbullying at their schools (Children & Schools, Slovak and Singer, 2011)

What’s the Issue? 
Spreading rumors and bullying is nothing new. Kids have always found ways to be cruel to one another. 	
But computers, cell phones, and digital technologies make bullying easier and more widespread. Kids now use 
their cell phones and computers to hurt, humiliate, and harass each other, and it’s starting at younger ages. 
Cyberbullying is defined as repeatedly sending or posting harmful or mean messages, images, or videos about 
someone else using the Internet, cell phones, or other digital technologies. Kids may call each other names, 	
say nasty things about one another, threaten each other, or make others feel uncomfortable or scared. 

Children’s increased access to digital technology has created more pathways to communicate — for both good 
and for bad. Although cyberbullying is typically associated with tweens and teens, more cases are now being 
reported with younger children. Cyberbullying is especially disturbing because it is constant, inescapable, 	
and very public. It can happen anytime — at school or at home — and can involve large groups of kids. The 
combination of the boldness created by being anonymous and the desire to be seen as “cool” can cause a kid 	
who normally wouldn’t say anything mean face to face to show off to other kids by cyberbullying someone. 
Younger kids may bully to get attention, because they think it will make them popular, or because they want 	
to look tough and make others afraid of them. And because it happens online, it can easily go undetected by 
parents and teachers.

Why It Matters
Cyberbullying is a growing problem among younger kids. Younger kids are starting to use online communication 
and at the same time they are exploring ways to test other people’s reactions. For instance, kids who send a 
mean message might not fully understand how another person might react to that message. What’s more, hurtful 
information posted on the Internet is extremely difficult to prevent or remove, and anyone can see it. Imagine 
being publically humiliated in front of everyone you know. Such behavior usually happens when adults aren’t 
around. So parents and teachers often see only the anxiety or depression that results from their kids being hurt 
or bullied. Parents can help by becoming aware of the issue, learning to identify the warning signs of bullying, 
and helping kids to understand how to be respectful to others online. 
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parent tip sheet

•	Limit online socializing. Because there is more risk for bullying on sites where kids can openly communicate, 
avoid open and free chat sites and look for those that offer prescripted or prescreened chat options, like 
Webkinz or Club Penguin.

•	Explain the basics of good behavior online. Remind your kids that being mean, lying, or telling secrets hurts  
— both online and offline. And remember to praise your child when you see good behavior.

•	Remind your kids not to share passwords with their friends. A common form of cyberbullying is when 	
kids share passwords, log on to another child’s account, and pretend to be that person. Kids can protect 
themselves by learning that passwords are strictly private, and they should be shared only with their parents.

•	Make sure they talk to someone (even if it’s not you). A child should tell a parent, teacher, or trusted adult 
if he or she is being bullied online. Tell your child that this isn’t tattling, it’s standing up for him- or herself. 

•	Advise them on how to handle cyberbullying. Even though they might be tempted to, your child should 
never retaliate against a cyberbully. They can stop the cycle by not responding to the bully. Also remind them to 
save the evidence rather than delete it. 

•	Establish consequences for bullying behavior. If your child is mean to or humiliates another child, consider 
taking phone and computer privileges away and discuss what it means to be respectful to others. 

What Families Can Do Together
•	Make a list together of how talking online is different than talking face to face. Get kids to think about how it 
might be easier to say things online you wouldn’t say in person, and how this may be good sometimes and a 
problem at other times.

•	Practice writing a text or chat message to a friend. Model for your child how to compliment people and how to 
avoid mean words or behaviors.

•	Point out that it’s important to stick up for others, online as well as in the real world. Discuss ways they can 
support friends who are bullied and report bad behavior they see online. 

common sense says
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